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	ABSTRACT

	In the rapidly evolving digital era, the use of digital technology has become an integral part of everyday life, including for children. However, this development also raises concerns about the protection of children's personal data in the digital environment, which is vulnerable to misuse and exploitation. The purpose of this study is to determine and analyze the legal protection of children's personal data in Indonesia in the context of the digital era and explore the negative impact of the abuse of children's privacy rights in the digital environment, using a normative juridical research method with a statutory approach. The results show that in Indonesia there are several laws that protect children's personal data, such as the Child Protection Act, the Electronic Information and Transaction Act, the Personal Data Protection Act, the Minister of Communication and Information Technology Regulation, and the Government Regulation on Compensation for Children Who Are Victims of Criminal Acts. The negative impacts of the misuse of children's privacy include the risk of cybercrime, impaired child development, and emotional trauma. Therefore, efforts to improve the protection of children's personal data in the digital era are still needed by the government, technology platform providers, and parents to create a safe online environment that supports children's growth and development. The findings of this study have significant implications for policymakers, legal practitioners, and stakeholders involved in child protection in the digital space. Strengthening the legal framework and ensuring its effective implementation are important steps to protect children's personal data from misuse. 
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INTRODUCTION
The development of the internet has brought great changes and benefits to many people, including children, but it can also bring harm to those who use it. The internet, as a means of learning, communicating, and accessing the world of entertainment, is more exposed to various aspects of children's lives and activities today. This developed into a habit that essentially became a part of their lives. When artificial intelligence and internet websites emerged, they encouraged children to access a variety of services that could help them participate in their activities and learning (Widyaningsih & Suryaningsi, 2022).
Most of today's society uses digital spaces to interact and communicate online. This is evident from the We Are Social report that in January 2023, there were 167 million or 60.4% of Indonesia's population using social media, with an estimated 30% of its users being children, according to a KPAI study (2022). There are benefits to this phenomenon, but also problems such as privacy concerns. There are concerns that the Internet could erode privacy when people use social media. The emergence of social media such as Twitter, Instagram, and WhatsApp is now more accessible to obtain information than print media such as magazines and newspapers (Yuhandra, 2024).
Privacy is debated because people believe they can control various information on the internet. Basically, freedom does not mean doing what you want, it just means recognizing and respecting the rights and obligations of all people. This phenomenon causes information to remain scattered in certain situations. In the case of a criminal act that attracts public attention, information about the identity of the perpetrator is widely spread in digital spaces such as social media, known as "viral". It also applies to criminal acts committed by children or teenagers who are dealing with the law (Setyaningsih et al., 2023).
All governments in power are responsible for protecting, defending, respecting, and fulfilling the rights of every citizen. It is clear that everyone is entitled to a guarantee of protection without distinguishing each other from any kind of threats or interference aimed at abusing and interfering with one's privacy. No matter if a third party misuses a child's personal data, which can lead to legal problems, we are still talking about children's privacy (Rohmansyah et al., 2023).
This research is important to study because it raises crucial issues regarding the legal protection of children's personal data in the digital era which is increasingly relevant amid the rapid development of technology and the internet. the purpose of this research is to analyze the current legal protection in Indonesia in maintaining children's privacy rights through the regulation of their digital personal data and the impacts that arise from the abuse of children's privacy rights in the digital world. so that the benefits in this research are to provide in-depth insight into the challenges and solutions needed to protect children from greater privacy risks, as well as encourage the formation of stricter regulations and public awareness of the importance of maintaining children's privacy in the digital era.

METHOD
This study uses a normative juridical method with a legislative approach, based on the consideration of the purpose of this research to examine legal norms and products in the form of laws and regulations related to the legal protection of children's digital personal data in the context of the digital era, especially Law Number 35 of 2014 concerning Amendments to Law Number 23 of 2002 concerning Child Protection, Law Number 1 of 2024 concerning Information and Transactions Electronic, Law Number 27 of 2022 concerning Personal Data Protection, Regulation of the Minister of Communication and Information Number 20 of 2016 concerning Protection of Personal Data in Electronic Systems, and Government Regulation Number 43 of 2017 concerning the Implementation of Restitution for Children Who Are Victims of Criminal Acts. 
The data for this study were collected through a comprehensive review of legal documents, including statutory laws, government regulations, ministerial regulations, and other relevant legal instruments. Secondary sources such as academic journals, legal commentaries, and previous research on related topics were also analyzed to provide a broader context and understanding of the legal framework.
 The collected data were analyzed using qualitative content analysis, focusing on identifying, interpreting, and evaluating legal provisions and their implications for the protection of children's personal data in the digital era. The analysis involved a systematic examination of legal texts to uncover underlying principles, compare statutory norms, and assess the adequacy of existing legal protections in addressing contemporary challenges related to children's digital privacy.

RESULTS AND DISCUSSION
Legal Protection of Children's Personal Data as a Right to Privacy in the Digital Era
Children all over the world are spending more time on the internet in a variety of ways nowadays. All aspects of children's lives will inevitably be affected by digital media and technology. UNICEF stated that policies to protect children from violence, exploitation and harmful content are still debated. While important, this focus can overlook how children use their rights online, such as their rights to privacy and freedom of expression (Nugraha et al., 2024).
Personal data is any information that can identify a person, either directly or indirectly. This includes details such as name, address, phone number, email address, date of birth, identification number, financial information, and medical records. However, by sharing this information, there is a risk of misuse and invasion of privacy. The right to privacy for personal data includes the right to know how the data is used, who can access it, and how it is processed and stored. People also have the right to give permission or object to the use of their data, as well as to request deletion or correction of data if necessary. (Suari & Bachelor, 2023) The personal data owned by each person also has legal protection.
According to Harjono, legal protection is a protection effort that uses legal means or protection provided by the law. The goal is to protect certain interests by making those interests a legal right. In other words, legal protection is based on laws and statutes. Legal protection for children means seeking legal protection for children's freedom, human rights, and interests. Therefore, the scope of law related to children includes the protection of children's freedom, the protection of children's human rights, and the protection of all children's interests related to welfare (Arnetta et al., 2023).
The protection of personal data is often associated with the right to privacy. Defines data protection as the right of individuals, groups, or institutions to determine when, how, and to what extent information about them is communicated to parties. The protection of children in the society of a country is a benchmark of the state government, so it must be done according to the state's capabilities. Child protection activities are a legal action with legal consequences (Candra, 2020).
With the Data Protection Directive 1995, the European Union protected their data and privacy, which was later updated to the General Data Protection Regulation (GDPR) 2018. The GDPR tightens sanctions, expands scope, and emphasizes privacy through design, data subject rights, deletion, and data portability. For the processing of data from children under 16 years of age, parental consent is required. In the United States, the Children's Online Privacy Protection Act (COPPA) of 1998 regulates parental consent for children under 13. GDPR and COPPA also protect children's data from profile use and targeted marketing. E-commerce pressures and considerations about adolescents' access to critical information affect child protection age differences: 16 years in the European Union and 13 years in the United States (Primary & Major, 2020). It is important to emphasize the protection of individual privacy rights and personal data.
Article 12 of the Universal Declaration of Human Rights (UDHR) states that "No one shall be subjected to arbitrary interference with his privasy, family, home or correspondence, nor to attacks upon his honor and reputation. Everyone has the right to the protection of the law against such interference or attacks." This statement is also included in the Personal Data Protection Bill as an important issue for compliance. Article 3 of the Personal Data Protection Law distinguishes between two types of data: general and special. This indicates that the holder of personal data has an obligation to maintain the confidentiality of such data and only use it as necessary, even if the protected child does not know about it. This includes specific data such as the child's name and general data such as their name (Miko, 2024). 
A broader explanation of the Child Protection Law is that because children, both mentally, physically, and socially, are considered not ready to live on their own, previous generations should guarantee, nurture, and protect the interests and rights of children. The parties responsible for caring for him, under the supervision and supervision of the state concerned, should carry out this obligation. When the Personal Data Protection Bill was sent to the House of Representatives for debate, more and more people knew that the government was eager to get it done. Due to the many data leaks that occur in the modern world, there is no doubt that the implementation of laws and regulations that protect personal data is very important. Various sources mention personal data protection or privacy as another form of data protection. In short, personal data is processed in electronic format in the digital world or using computing devices and media, but privacy is stored in physical form (Widyaningsih & Suryaningsi, 2022). 
The Minister of Communication and Informatics stated that the Personal Data Protection Law (PDP Law) includes many important points about rights and responsibilities related to data. In this way, various frauds can be detected and sanctioned in the event of misuse or arbitrary use of personal data. The Personal Data Protection Law regulates the types of personal data because of the functions of the government and the criminal law that binds them. As stated in Article 28 G paragraph (1) of the 1945 Constitution, the state must protect the community in dealing with problems like this. Where the right to be protected from various threats is discussed in the article. The same thing also happens in Article 28 H paragraph (4) which states that personal rights are rights that should not be interfered with by others (Sari, 2022). 
In the event that the owner of personal data is a child based on Ministerial Regulation (Permen) Number 20 of 2016 concerning Personal Data Protection (PDP) ratified on November 7, 2016, announced, and effective from December 1, 2016, it is stated that consent must be given by the parent or guardian of the child concerned. For electronic system operators who have stored and managed personal data before this Ministerial Regulation came into effect, they are required to maintain the confidentiality of existing data. Violations of the rule will be subject to administrative sanctions such as verbal warnings, written warnings, temporary suspension of activities, or announcements on the website, with procedures to be further regulated through the Ministerial Regulation (Marischa & Setianingrum, 2024). In Indonesia, there are several legal regulations that can be the basis for children's digital personal data which is also part of their privacy, including:


1. Law Number 35 of 2014 concerning Amendments to Law Number 23 of 2002 concerning Child Protection
In Law Number 35 of 2014 concerning Amendments to Law Number 23 of 2002 concerning Child Protection, there is a commitment of the government to protect children from all forms of crime. The right of children to speak, be informed, and be protected from discrimination, exploitation, neglect, violence, and other mistreatment is recognized. Parents and guardians are responsible for the protection of children, while the state must fulfill children's rights without discrimination. The main principles of child protection include non-discrimination, the best interests of the child, the right to life, survival, and development, and respect for the child's opinions. The state must provide the means, infrastructure, and human resources to implement child protection and fulfill their rights.
2. Law Number 1 of 2024 concerning Electronic Information and Transactions
The rapid development of technology has changed people's behavior globally, triggering rapid social, economic, and cultural changes. The updated Electronic Information and Transaction Law in 2024 is the government's response to this phenomenon. The law covers technology crimes such as breaches and theft of personal data, and affirms the protection of individual privacy in the use of electronic information. Article 26 emphasizes the importance of obtaining individual consent regarding the use of personal data, while Article 39 provides dispute resolution mechanisms including through arbitration or alternative dispute resolution institutions. In addition, electronic system operators are also required to delete irrelevant information or electronic documents in accordance with the request of the individual concerned.
3. Law Number 27 of 2022 concerning Personal Data Protection
Law Number 27 of 2022 provides a comprehensive legal framework for the protection of personal data, including children's data. The PDP Law explicitly regulates the rights of data subjects, including the right to access, delete, and restrict data processing (Articles 41-49). This provides legal certainty for children and their parents to control the child's personal data. The PDP Law is designed with technological developments in mind, providing flexibility to accommodate changes in the digital era. The PDP Law also aligns Indonesian regulations with international data protection standards, which are important for the protection of children's data in a global context.
4. Regulation of the Minister of Communication and Information Technology Number 20 of 2016 concerning the Protection of Personal Data in Electronic Systems
Regulation of the Minister of Communication and Informatics Number 20 of 2016 is an important step to protect the personal data of every individual in Indonesia. This regulation requires all parties who manage personal data, such as governments, site operators, and applications, to respect and safeguard such data. This protection of personal data is based on 10 principles, including respecting privacy, maintaining confidentiality, and relevance to the purpose of data management. To prevent data leakage, electronic system operators are required to have internal rules, increase human resource awareness, conduct training, and conduct system certification. The owner of personal data has the right to data confidentiality, complaints for failure to protect, access and correction of data, and destruction of data. The regulation also gives data owners the right to request that their data not be stored or managed by electronic system operators. Overall, the Regulation of the Minister of Communication and Informatics Number 20 of 2016 is an important step to build public trust in the use of personal data in the digital era.
5. Government Regulation Number 43 of 2017 concerning the Implementation of Restitution for Children Who Are Victims of Criminal Acts
Protection of Children Victims of Crime: An Important Effort Through Restitution Government Regulation Number 43 of 2017 shows the government's strong commitment to protecting children in Indonesia, especially children who are victims of crime. The purpose of this law, which is based on Article 5 paragraph (2) of the 1945 Constitution and Law No. 35 of 2014 concerning Amendments to Law No. 23 of 2002 concerning Child Protection, is to restore the rights of children through the restitution or compensation process, such as children who are in conflict with the law, victims of sexual exploitation, economic, pornography, kidnapping, sale, and trafficking,  physical violence, and sexual crimes. This regulation is an important step in repressive efforts to protect children and restore their rights that have been deprived by criminal acts. It is hoped that recovery will allow the victim's children to return to normal lives and avoid trauma (Agung, 2019). 
In the personal data protection and protection law, it seems that protecting the personal and private data of children is very important as part of the protection of personal data. While there are many things that need to be regulated to protect personal and private data, it is important to remember that the protection of children's personal and personal data should also be considered and regulated as best as possible. Although these measures have been taken, there is still much to be done to ensure comprehensive protection of children's personal data. More specific laws focused on protecting children's personal data are needed, as well as broader education to raise awareness of children, parents, and related parties about privacy rights in the digital world. It is important to remember that children's personal data is a fundamental right that must be protected. With the joint efforts of various parties, we can create a safe and welcoming digital space for children to learn, play, and develop.
The Impact of Abuse of Children's Right to Privacy in the Digital Era
In today's digital era, the abuse of children's right to privacy has become a serious problem. Children's personal data, such as name, address, and school information, can be easily accessed and misused by irresponsible parties. As a result, children are vulnerable to various forms of cybercrime, including hacking social media accounts, online fraud, and even sexual exploitation. These crimes can negatively impact a child's emotional and psychological well-being, disrupt their development, and create a prolonged sense of insecurity. Additionally, misuse of children's personal data can damage their reputation and have long-term consequences. For example, misused information can be used to create false profiles or spread harmful information, which could affect their social and academic lives. It is important for parents and educators to raise awareness about the importance of protecting children's personal data and teach them about good digital security practices. Thus, the risk of data misuse can be minimized, and children's privacy rights in the digital era can be better maintained (Disemadi et al., 2023). 
Children are considered not ready to socialize and need parental supervision and assistance. Children are also easily captivated by others and are good at imitating, although they do not know if it is a commendable act or not. Ignorance makes children make wrong decisions or fall into things that will have a negative impact or impact on their future. Children's personal data includes information such as identity, location, photos, and audio recordings. When a child's personal data is shared on social networks, it is possible that children become victims of cybercrime. This is because many people can see what the child is doing and doing, so irresponsible people can misuse the child's personal data. This is the beginning of digital crimes against children, especially those targeting personal data (Arnetta et al., 2023). 
According to a report from the (Mukminah & Amalia, 2023), around 60% of children face risks in the digital world, such as online bullying, reputational damage, exposure to sexual and violent content, online threats, unsafe interactions, and gaming and social media problems. Various factors contribute to the risk, including the increase in internet-based crime, a lack of understanding of the dangers of the internet, a lack of capacity to investigate online crimes, and a lack of child protection regulations in the digital world. Unfortunately, many parents do not take concrete steps to protect their children online due to a lack of understanding of the risks of the internet. The negative impacts of these risks are very diverse, including suicides caused by cyberbullying and disruptions in communication between children and parents due to addiction to the internet.
Protection in the digital world is very important to ensure maximum benefits for children and reduce the risks they face. The document from the UN Committee on the Rights of the Child emphasizes the need to integrate child protection in national policies related to child protection in the digital world. This includes measures such as prevention of online sexual exploitation of children, cybercrime investigations, recovery and support for victims, as well as monitoring and evaluation of the impact of the digital environment on children and the effectiveness of protection programs (Binangkit & Dewi, 2024). 
As an example, a 12-year-old child used a popular edtech platform in Indonesia to learn online in 2020. This child's personal data, including study habits, location, and preferences, is secretly collected by the platform and sold to advertising companies. This causes the child to receive ads that are not appropriate for their age, interfering with the child's privacy and safety. To handle this case, parents reported this breach to the Indonesian Data Protection Authority. The government then conducted an investigation into the edtech platforms involved, referring to the PDP Law. Platforms that are found guilty are subject to administrative sanctions up to large fines, and perpetrators of privacy violations are prosecuted in accordance with the PDP Law and the Child Protection Law.
In this case, the edtech platform violated Article 6 paragraph (1) of the PDP Law because it took children's personal data without consent, illegally and unfairly, and did not notify the purpose of data collection. In addition, the platform also violates Article 26 paragraph (1) of the PDP Law which regulates the processing of personal data of children must pay attention to the best interests of children. This violation also violates Article 59 of the Child Protection Law because it treats children discriminatory by secretly taking their personal data. The sanctions that can be imposed on the edtech platform based on the PDP Law are administrative fines of up to IDR 5 billion (Article 58) and/or a maximum prison sentence of 6 years (Article 61).
Although the PDP Law is a good first step, there are some weaknesses that need to be corrected. The lack of clarity of age standards for child data categories creates varied interpretations and is vulnerable to abuse. The lack of detail in the 'special arrangements' rules makes edtech platforms lack clear guidance, resulting in potential privacy violations. In addition, the PDP Law does not provide a clear legal remedy mechanism for children who are victims of data breaches.
Protecting children's data privacy in the digital era requires a joint effort between governments, edtech platforms, and parents. The government needs to strengthen the PDP Law by establishing clear and detailed age standards on the special implementation of child data processing, as well as establishing an independent supervisory body that ensures edtech platforms' compliance with privacy regulations. Edtech platforms must implement the concept of privacy-by-design by integrating data privacy and security from the beginning of service development and ensure all child data processing activities are in accordance with the PDP Law and international standards. Parents also need to provide children with an understanding of the importance of privacy and the risks of using edtech platforms, as well as choose a platform that has a good reputation in data protection and children's privacy (Rahman, 2022). 
There are several ways to avoid misuse of a child's personal data. First, parents must determine the proper stage of device recognition. For example, a child under the age of two understands the basic concept of the device quite well. Children under the age of five are quite familiar with the colors, shapes, and sounds contained in the features or applications of the device. Second, when choosing an app to use on your child's electronic devices, be careful. Make sure the app is age-appropriate and helps with their mental and intellectual development. 
Parents should also supervise their children when they use gadgets. This will help parents direct the use of gadgets correctly and ensure that children do not carelessly fill in verification data, especially from untrusted sources. Additionally, since the platform has a strict verification and standardization process, make sure that the app is downloaded from an official provider such as the Google Play Store or App Store. Finally, use a trusted VPN to avoid data leaks when using public networks. With a credible VPN, you can protect your data from irresponsible individuals looking for loopholes in the network. Parents can better protect their child's personal data by doing things like this (Edu, 2023). 
Strong policies are needed to prevent children's personal data from being misused as it is crucial to direct their development and future. In addition to the important role of the government in setting the right regulations, cooperation with social media platforms is very important to regulate the use of social media by children so that their personal data is not spread there. The results of this discussion show how important it is to maintain children's data privacy and recognize their rights. While digital technology continues to evolve, it is still important for parents or guardians to ensure children are in a safe digital environment.  
Thus, in the ever-evolving digital era, the protection of children's privacy is becoming increasingly important to ensure their well-being and safety in interacting with technology. With the risk of misuse of children's personal data increasing, effective protection measures from governments, technology platforms, and the active role of parents are key in safeguarding children's right to privacy. With increased awareness of the importance of protecting children's data, as well as the implementation of good digital security practices, we can create a safer and more supportive online environment for future generations.

CONCLUSION
The protection of children's digital personal data as part of their privacy rights is a very important aspect in today's digital era. Various laws and regulations have been created to protect the privacy and safety of children in interacting with technology. However, there are still challenges that need to be addressed, such as clarity of age standards for children's data and clearer legal remedies for victims of data breaches. Efforts to improve the protection of children's personal data in the digital era are needed by the government, technology platform providers, and parents to ensure the effective implementation of children's personal data protection. Education and increasing digital literacy for children and parents are also important keys to prevent the misuse of children's personal data online. With adequate legal protection and comprehensive efforts from various parties, children's right to privacy in the digital era can be guaranteed and the potential for exploitation of their personal data can be minimized. This will create a safe and secure digital environment and support children's growth and development optimally.
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