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ABSTRACT 

The rise of child abductions often occurs because of weak parental supervision and weak vigilance of strangers 

who intentionally or unintentionally approach children. Early warning when a child is approached by an 

unknown person can cancel the intention of the kidnapper. Indeed, CCTV can be used as a tool to thwart 

crime. Face Recognition is one of the best biometric recognition systems for identifying someone whose body 

or DNA has certain characteristics that distinguish one person from another. This research resulted in the right 

collaboration between CCTV which is equipped with the YOLOv8 algorithm which can detect a human object 

in real-time and also utilizes face recognition which can prevent child abduction by providing an early warning 

to kidnappers when approaching children. The results of the first test are the optimal combination using 3 

cameras and the CNN method and the shooting time in the afternoon. This combination succeeded in 

providing an early warning in the form of a siren whose sound is issued with the help of a loudspeaker when 

a child is left alone and approached by an unknown person with the distance between the camera and the 

object to be detected as far as 1 meter to 3 meters which takes 15 seconds to 22 seconds to complete the 

detection process in an image. Then the results of further testing with 6 cameras using the LBPH method take 

between 17 seconds to 18 seconds to complete the detection process in an image, SVM takes 20 seconds to 

42 seconds and CNN takes 17 seconds to 24 seconds. 
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INTRODUCTION 

Children are a gift from God Almighty which affects the dignity of the human being as a 

whole. Every child born does not escape the duties and responsibilities of their parents. 

Children have human dignity that must be upheld so that every child born has rights that the 

child does not have to ask for. Parents must protect their children. Children are not able to 

protect themselves from various actions that can harm children. Children are very vulnerable 

to physical and mental trauma that continues throughout the child's life. (Rika Saraswati, 2015). 

Abduction cases have increased recently, citing data from the Indonesian police, in 2022 there 

were 233 cases of kidnapping and as many as 28 cases were children who were victims (Polri, 

2023). This kidnapping case was also based on several motives such as the desire to have 

children, hostage-taking, sexuality (Siregar, 2022), harassment, sale of organs, human 

trafficking (Aidil, 2023), and so on.  

Generally, at an early age children are very vulnerable to this. The risk of kidnapping exists 

for several reasons, such as a lack of parental protection and a lack of supervision, and a lack 

of vigilance for strangers approaching children. The crime of kidnapping a child is an act that 

is intentional or unintentional, planned or not planned by the perpetrator, which is carried out 

not only because there is the intention of the perpetrator, but also because there is an 

opportunity. Many technologies are deployed to deal with cases of child abductions, but most 
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of these technologies can only help search for children when kidnappings have occurred, for 

example by utilizing GPS (Global Positioning System) technology attached to children 

(Zulfikar Sembiring, 2019), using cellphone cameras to recording the incident and sending it 

to the closest person and also utilizing CCTV (Closed Circuit Television) that is crossed by 

children to detect the current whereabouts of the kidnappers and where the child is being held, 

hostage. In a study conducted by Akira Miyahara and Itaru Nagayama entitled "An Intelligent 

Security Camera System for Kidnapping Detection" (Nagayama, 2013) new security cameras 

can detect kidnapping when someone enters the car not of their own free will, which indicates 

an abduction is taking place occurs and the next step is only taken when the victim is in the 

hands of the perpetrator. Utilization of GPS is also carried out by creating a smartwatch that is 

connected to the Firebase real-time database by sending latitude and longitude positions to see 

the child's position in the map as has been researched by Bali State Polytechnic Students (I N 

E Indrayana, 2019) whose application can be carried out when this occurs. kidnapping of 

children. And CCTV is often used as accurate evidence when cases of theft or kidnapping 

occur.  

Based on the available data, it can be concluded that the current technology has not been 

used to prevent kidnappings, but rather the steps that must be taken in the event of a kidnapping. 

Of course, the nature of preventing kidnapping is better than having to experience abduction 

first, of course by increasing supervision of children's activities when the child is left alone. 

(Hasna, 2023) The purpose of this research is to find a combination of CCTV technology and 

artificial intelligence as a solution that can assist parents in supervising children who are left 

alone, continuous supervision is not carried out by parents who cannot leave their activities. 

Today's CCTV has implemented a more modern system, namely the Internet Protocol Camera 

which is a further development of analog CCTV technology which can automatically transfer 

data to be spread over the internet using a predetermined IP address (Ajie Pambudhi, 2017). 

And if the CCTV is implanted with face recognition technology which is the result of the deep 

learning branch of artificial intelligence, then the CCTV will become a smart CCTV that can 

recognize faces and objects caught by the camera. This research will combine CCTV with face 

recognition so that it can recognize the face of a child who wants to be supervised when he is 

alone in a room. And in this research, several algorithms will be added so that this CCTV can 

recognize familiar people who are near children and unknown people who try to approach 

children and can give warnings to unknown people where the researcher hopes that this 

warning can deter evil intentions from these unknown persons so that child abductions can be 

prevented. 

 

METHODS 

Definition and History of CCTV 

CCTV (Closed Circuit Television) is a recording device that uses one or more video cameras 

and produces video or audio data (Deka Rakhmadhani, 2018). CCTV is the use of video 

cameras that transmit signals or broadcasts aimed at a certain scope of equipment, namely a 

specific limited set of monitors. CCTV technology has a function to monitor a place from 

another place. The CCTV system was invented by Walter Bruch and was first used in 1942 in 

Peenemünde, Germany. Until the 1990s, ATMs were usually equipped with CCTV systems. 

CCTV camera installation is also widely used in streets, parks, crime areas, and private homes. 
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The development of CCTV systems is becoming more modern every year and the market offers 

a variety of technologies. Now video surveillance can be used as evidence of a crime, vehicle 

traffic monitoring, and more. (Eric L. Pizza, 2019). 

Face Recognition 

Face Recognition is an individual identification process based on unique facial 

characteristics. This technology has developed rapidly in recent years and has been applied in 

areas such as security, surveillance, and identity recognition. Face Recognition is one of the 

best biometric recognition systems for identifying someone whose body or DNA has certain 

characteristics that distinguish one person from another. Face recognition can be done using 

digital image processing techniques and pattern recognition algorithms (Mei Wang, 2020). 

Facial recognition techniques with feature-based methods will look for unique facial features 

such as eyes, nose, and lips, and then compare these features with known facial databases 

(Dong Chen, 2012). 

Deep learning 

Deep learning is a machine learning technique that uses artificial neural networks to learn 

complex and abstract features from data. The deep learning technique most commonly used in 

facial recognition is the Convolutional Neural Network (CNN) (Noviana Dewi, 2021). 

 

 
Fig. 1. MTCNN (Multi-Task Cascaded Convolutional Neural Networks) 

 

MTCNN or Multi-Task Cascaded Convolutional Neural Networks are neural networks used 

to detect faces and tag faces in images. MTCNN was published in 2016 by Zhang et al (Kaipeng 

Zhang, 2016). MTCNN is a multi-step framework that exploits the inherent correlation 

between face detection and alignment to improve its performance, each neural network 

improves recognition results by passing its input through CNN, followed by Non-Maximum 

Smoothing (NMS), a method that reduces the number of bounding boxes. (Mühler, 2018). 

Consisting of multi-task cascaded CNNs (MTCNNs) that function to find mouths and eyes, as 

well as partial facial images to extract static features, then CNN will complexly separate groups 

that are not part of the face and refine the results and display the position of facial landmarks 

that can significantly improve the learning process. The "face recognition" library was 

developed by Adam Geitgey. The "face recognition" library uses deep learning-based facial 

recognition methods. More specifically, the method used is the Convolutional Neural Network 

(CNN) which allows for high-accuracy face detection, feature extraction, and face comparison. 

You Only Look Once (YOLO) 

YOLO is currently the most popular real-time object detector according to (Haitong Lou, 

2023) the reason that makes it polar is its network architecture which is very lightweight, and 

efficiently offers aggregation methods and more accurate observation results. The latest version 
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of Yolo according to (Glenn Jocher (14), 2023) is YOLOv8 which builds on advances in deep 

learning and computer vision, offering unparalleled performance in terms of speed and 

accuracy. Its sleek design makes it suitable for a wide range of applications and easily adaptable 

to a variety of hardware platforms, from edge devices to cloud APIs. YOLOv8 is the latest 

version of YOLO from Ultralytics. As a SOTA (state-of-the-art, state-of-the-art) model, 

YOLOv8 builds on the successes of previous versions and introduces new features and 

enhancements to improve performance, flexibility, and efficiency. YOLOv8 supports all visual 

intelligence tasks including recognition, segmentation, pose estimation, tracking, and 

classification. 

OpenCV 

Open Source Computer Vision Library, also known as OpenCV, is an open-source computer 

vision and machine learning software library that provides a common infrastructure for 

computer vision applications and accelerates the use of machine perception in commercial 

products. OpenCV can run on the C ++, Python, Java, and MATLAB platforms (team, 2023) 

and supports Windows, Linux, Android, and Mac OS Operating Systems (Jose Sigut, 2020). 

OpenCV is real-time computer vision that utilizes GPU acceleration to operate programming 

functions in real-time that are used for collaborative development, simulation, testing, and 

implementation of image processing and computer vision-based systems. 

Local Binary Patterns Histogram (LBPH) 

LBPH is a method for feature extraction from digital images used in face recognition and 

pattern recognition. This method combines the concepts of Local Binary Patterns (LBP) and 

histograms to produce recognizable facial descriptions. In LBPH, LBP is used to extract 

features from each pixel in the face image, then the histogram is calculated for each pixel block 

(Muhammad Ilal Nabsi, 2021). This histogram is then used to represent the face as a feature 

vector. 

Support vector machine (SVM) 

SVMs are especially useful for face recognition because they can accurately classify and 

regress complex data sets, such as feature faces, using non-linear boundaries. (Mishra, Dash, 

& Tiwari, 2023) The main principle of SVM is to find the best hyperplane that can separate 

two classes of data with the maximum distance. SVM works by creating a separator between 

data in the feature space by maximizing the margin between the two classes. SVM can also use 

kernel functions to transform the feature space so that data that is not linearly separated can be 

hyperplane separated. SVM works by finding the best hyperplane that separates two classes of 

data with the maximum distance. The hyperplane will be found by maximizing the margin, 

namely the distance between the hyperplane and the closest training points of each class. If the 

data cannot be separated linearly, SVM can use kernel transformations to project the data into 

a different feature space. After the model is trained, SVM can be used to predict classes from 

new data. The new data will be projected into the same feature space (if using the kernel) and 

then analyzed by the model to predict its class. 
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Steps Study 

 

 
Fig. 2. Research Design 

 

Identification of problems regarding how artificial intelligence technology can be useful for 

society in real implementation to reduce the level of criminality. Collect data by searching for 

child abduction cases. The following is information on the number of child abduction cases 

that have occurred in Indonesia by year (Pratiwi, 2023). 

 

 
Fig. 3. Kidnapping case children that happened in Indonesia 

 

After searching for technology related to kidnapping at the previous stage, researchers found 

that technology was utilized when the kidnapping event had already occurred. So the 

researchers hope to be able to find a combination of existing technologies to be used as a tool 

to prevent kidnappings, especially kidnappings of children that occur in the yard. This is where 

the merger of this technology is expected to cancel the intention of the kidnapping itself. 

 

Preprocessing and Dataset Training Testing 

Facial datasets with method collect the face dataset to be made as source training. 

 

Age On version Number Of Datasets 

0 – 18 years  

No Mask 

149 Images 

19 – 65 years 149 Images 

66 years and over 149 Images 

0 – 18 years  

With Mask 

172 Images 

19 – 65 years 151 Images 

66 years and over 147 Images 
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Table 1. The faces that will be used as training are taken from the Kaggle dataset which 

consists of 918 faces of various ages and a combination of faces wearing masks and faces 

without masks. With the composition of the dataset division for training 70% of as many as 

642 faces and for testing 30% of as many as 276 faces 

. 

 

Epoch 

 

Hours 

Results 

mAP0.5 mAP0.5:0.95 P R 

100 0.118 0.995 0.714 1 0993 

200 0.248 0.976 0.717 0.959 0979 

 

Table 2. Process of testing the dataset train using the Python-3.10.12 programming language 

which runs on the Google Colab platform by utilizing the Ultralytics YOLOv8.0.135 library 

and torch-2.0.1+cu118 and activating hardware accelerators with the Tesla Graphics 

Processing Unit (GPU) type T4, 15102MiB and tested it with 2 different epochs, namely 100 

epochs and 200 epochs to see the difference in the results of the two epoch parameters with the 

most efficient time. The number of epochs cannot be determined with certainty, the number of 

epochs will always be different for each dataset, therefore tests must be carried out to find out 

how many epochs are suitable for the face dataset. 

The first test with 100 epochs was completed in 0.118 hours with a P of 1.000, R of 0.993, 

mAP50 of 0.995, and mAP50-95 of 0.714. The second test with 200 epochs was completed in 

0.248 hours with a P of 0.959, R of 0.979, mAP50 of 0.976, and mAP50-95 of 0.717. 

 

 
Fig. 4. Trains 100 & 200 epochs 

 

Testing Real-Time Datasets 

Object detection experiments were carried out 5 times using an IP camera and only 3 which 

were between 1 to 3 meters away could be encoded. The results of the confidence detected as 

a human object within 1 meter are 0.9347 with an inference of 275.3ms, a speed of 6.0ms 

preprocess, and 5.0ms post-process. Meanwhile, for a distance of 2 meters, a confidence of 

0.9366 was found with a speed of 4.0ms preprocess, 283.2ms inference, and 5.0ms post-
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process. The 3-meter distance has a fairly high confidence value of 0.9041, making it the 

farthest distance that can be encoded. The speed obtained is 5.0ms preprocess and 295.2ms 

inference 5.0ms postprocess. At a distance of 4 and 5 meters, human objects can still be 

detected properly by the YOLOv8 training with a fairly high confidence value of 0.8792 in the 

5-meter distance experiment. 

 

 

 

 

 

 

 

Fig. 5. Object distance testing 

 

Testing on faces with the Yolov8n.pt training data uses a confidence value for object people 

of 0.8792 and a class dataset that has been divided into 3 groups. The supervised child class 

contains a photo of the child's face that will be the target of surveillance, the class of known 

people is the class that triggers whether the alarm will be sounded or not if in 1 frame it is 

identified that the class of the child being supervised and the class of an unknown person are 

together within 5 seconds without any class of people known. The results of the face 

recognition experiment between the two facial datasets that have been registered with the target 

faces obtained from the camera show that the algorithm has successfully identified two faces 

with different classes using a distance tolerance of 0.55. Even within this tolerance distance, 

the algorithm can recognize unknown face classes caught by the camera. 

 

 
Fig. 6. Face recognition tolerance distance testing 
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However, the tolerance value of 0.55 which has not become the basis is reviewed by 

conducting several tests on the face class taken by sampling by increasing the tolerance value 

to the highest number at 0.99 and analyzing the best tolerance level of the lowest and highest 

values in each dataset class. Testing of face sampling as many as 46 faces displayed in front of 

the camera for 5 seconds to record the lowest tolerance value and the highest tolerance value 

which will later be used as the basis for the tolerance value in the next coding. 

 

Class Faces Result Face Distance 

Min Average Max 

Child supervised 2 0.2988 0.3633 0.3843 

Known people 12 0.3784 0.4566 0.5828 

Stranger 32 0.4124 0.6401 0.8922 

 

Table 3. The results of the distance from the sampling of the 46 faces above for the data set 

for the class of unknown people are quite significant between the min and the max because the 

sampling of unknown people is taken from various faces of various ages from small children 

to the elderly group, and the lowest distance results obtained from the comparison between the 

faces of the small children and the faces of the children being watched, while the highest 

distance is obtained from the comparison between the faces of the parents and the faces of the 

children being watched. From the table above, it can be concluded that the highest average 

comparison of distances between classes in the dataset (supervised class of children and known 

class of people) is 0.4566 with an error rate of 0.0442 which is the result of a comparison of 

the average dataset class of 0.4566 minus the smallest value of the class of people unknown at 

0.4566. However, it is undeniable that the face comparison distance tolerance figure of 0.4566 

is not the most optimal number because this figure will continue to change according to 

supporting components such as light intensity, sun, and light conditions, and the level of 

distance between the face and the camera, therefore the number 0.4566 will only be used as the 

default number given by the system when face_distance tolerance setting is not done. There is 

a function in the system that will take a tolerance number according to the actual conditions 

when the child is within a radius to be supervised. The system will activate facial recognition 

and take the largest calculated distance between the faces in the current condition and the faces 

in the dataset and store them in the database for reuse. The tolerance figure is the number that 

is most likely to be used in the current conditions. 

The researcher also compared the number of cameras used. The first comparison was made 

using the object detection process using the paralytics YoloV8 library, the You Only Look 

Once method, and the facial recognition process using the face_recognition library, the 

Convolutional Neural Network method. comparison using camera 1, camera 2, and camera 3 

was carried out during the day with high light intensity compared to the afternoon with low 

light intensity with comparisons of present and unsupervised children who were approached 

by unknown persons, as well as a comparison of the distance of the camera to the object of the 

child being supervised with a variation of 1-meter distance, 2-meter distance, and 3-meter 

distance. The use of 3 cameras shows a true positive trend in lighting conditions that are not 
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too high for the detection of children's faces to be supervised both within 1 meter of the camera 

and up to 3 meters. 

 
Fig. 7. Confusion Matrix 

 

To see how many cameras can capture the faces of children who will be supervised at the 

same time, a second comparison is made which is carried out in a closed room measuring 3 

meters x 3 meters with lighting using a 12-watt LED lamp and using camera 1, camera 2, 

camera 3, camera 4, camera 5 and camera 6 for taking pictures of children to be supervised. 

Comparisons were made with the object detection process using the paralytics YoloV8 library, 

the You Only Look Once method, and the facial recognition process using 3 methods to be 

compared, namely the face_recognition library, the Convolutional Neural Network method, 

the CV2 library, the Local Binary Patterns Histogram (LBPH) method, and also the Support 

vector machine (SVM). 

 

 
Fig. 8. Analyze using 4 Cameras and 3 different Methods 

 

 
Fig. 9. Analyze using 5 Cameras and 3 different Methods 
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Fig. 10. Analyze using 6 Cameras and 3 different Methods 

 

 
Fig. 11. Summary Comparison using 6 Cameras and 3 different Methods 

 

The results of the comparison show that at the limit of using up to 6 cameras, there are still 

system errors in detecting children's faces that must be supervised using the Local Binary 

Patterns Histogram (LBPH) method and also the Support vector machine (SVM). In the details 

above, it can be seen that the system took pictures simultaneously with 6 cameras 8 times and 

7 of them the faces of the children being watched could be detected and there was 1 time where 

the two methods failed to detect the child's face in the captured image. However, the 

Convolutional Neural Network (CNN) method is capable of perfectly detecting children's faces 

using 6 cameras that take 9 images simultaneously and perform child face detection in these 

images. Unfortunately, this method is ranked second in terms of processing speed. Local 

Binary Patterns Histogram (LBPH) has the best processing speed whereas in capturing images 

using 6 cameras it only takes between 17 seconds to 18 seconds to complete the detection 

process in an image. Meanwhile, the Convolutional Neural Network (CNN) takes 17 seconds 

to 24 seconds to complete the detection process on an image taken with 6 cameras. And the 

Support vector machine (SVM) method is the method that requires the most time to complete, 

which is around 20 seconds to 42 seconds. 

Face Recognition Process 

After the training process and dataset testing are complete, then the result file from the above 

training will be taken to carry out the facial recognition process. The facial dataset that will be 

stored as data to identify is divided into 2 classifications. Classification of faces Besides the 

child's face class to be supervised, there are also other face classes which are people who are 

recognized as supervisors. It is this supervisor face class that will trigger later whether the 

surveillance mode will be activated or remain in an inactive state. The supervisor's face may 

be more than one person. The data in this class is data on people who are the child's family or 

acquaintances who are identified as someone who can supervise the child while in the 

supervision location. This dataset is also the data of people whose faces are detected in the 

camera, the surveillance mode will not be activated because it will enter the known person data 

class. 

The Process of Identifying a Child's Face 

When all the data on the faces of the children to be supervised and the faces of familiar 

people are entered into the dataset, now is the time for the system to read the environmental 
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situation that is within the camera's surveillance radius. If the camera finds a child's face being 

supervised and then marks it into the system, the system will look at the other parameters in 

the camera's capture and look for whether there is a familiar face that will be marked as a child 

supervisor. 

Process of Activating Surveillance Mode 

If a known person is not found in the camera search, then the surveillance mode will be 

activated, but if a familiar face appears in the camera, then the surveillance mode will be 

deactivated immediately, this process will continue to repeat until the child's face being 

watched is no longer visible to the eyes. camera. 

Identify Unfamiliar Faces 

When surveillance mode is active, the camera will replace human work as a child supervisor 

who is considered to be alone on the home page, when the camera finds an unfamiliar face 

interacting or is in the camera capture for more than 5 seconds, the system will mark that 

person's face as a face of an unknown person and immediately activates the alarm mode to give 

a warning to those around you that an unknown person has been detected interacting with the 

child for more than 5 seconds. The 5-second interval is affected by the spontaneous smile which 

is a characteristic signal capable of providing the initial and most striking changes in facial 

appearance which tends to respond quickly to facial expressions in the context of spontaneous 

association. (Karen L. Schmidt, 2003) This rapid reaction is most likely in response to the 

initiation of expression rather than any other display phase, since spontaneous smiles usually 

last for at least 3–4 seconds on average (Frank et al., 1993) 

The Process of Turning on the Alarm 

It is in this process that the results expected by the researcher occur when the alarm is 

activated, so it can invite the attention of the people around and make strangers discourage their 

evil intentions. Turning on the sound of a siren which will be assisted by a loudspeaker that has 

been connected using Bluetooth. 

 

CONCLUSION 

In the tests carried out, the researchers found that the performance of the You Only Look 

Once (Yolo) algorithm used in the system to prevent the kidnapping of children at home using 

CCTV that utilizes face recognition is highly dependent on the components used during the 

training process. The use of the Tesla T4 Graphics Processing Unit (GPU), 15102MiB which 

is in the Google Colab feature greatly cuts the time needed to conduct training for both epoch 

100 and epoch 200. However, in running Python code, testers do not use an additional Graphics 

Processing Unit (GPU) so the delay processing time is felt in the appearance of video captured 

by the camera. In this case of child abduction, the algorithm still runs in the background and 

gives satisfactory results. What needs attention is the position of the camera and the reflection 

of light as well as the glare level of the sun which makes the light source behind the child's face 

object to be processed. With this condition, it will seem that it does not produce a decent image, 

because the object looks dark, defeated by the light source which is directly hit by the object 

and the camera. The number of cameras used also affects the accuracy of facial recognition 

and the algorithms that are run. The more cameras used to fill in the blanks from all sides, the 

easier it will be to detect and identify the child's face. The type of camera used will also affect 

the brightness and sharpness of the image when the system has to split an image into several 
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facial images while maintaining the resolution level of the images. Using 6 cameras is the right 

choice to look after children who are left alone. Using more cameras in the process of 

supervising children is the best choice, but the research above shows that the use of 6 cameras 

processed by facial recognition using the Convolutional Neural Network (CNN) method is 

sufficient to maximize the system in recognizing children's faces. In testing using 3 cameras 

and using the Convolutional Neural Network (CNN) face recognition method, it gives good 

results in the afternoon, it can identify at a distance of up to 3 meters but takes quite a long time 

15-22 seconds. Whereas for distances up to 2 meters, it can be identified with just 2 cameras 

at night in a fairly short time of around 8-11 seconds. Meanwhile, for identification using only 

1 camera is not recommended, because mistakes can occur in identifying people who should 

be recognized or people who become supervisors are detected as unknown people, even though 

the time needed is relatively short, namely around 3-6 seconds when the experiment is carried 

out during the day. Using more cameras on each side and avoiding light coming from behind 

can help recognize objects and recognize children's faces, faces of familiar people and identify 

faces of strangers, offset by the use of the Graphics Processing Unit (GPU) component so that 

computing time becomes faster. 
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